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Today’s healthcare organizations have a
dilemma - how to enable medical staff to be
more efficient while providing better care, meet
increased regulations and maintain privacy with
their patients and partners. Traditionally, these
objectives have been at odds with one another,
but recent innovation and standards adopted
by the U.S. Government to establish trust and
interoperability now make it possible.

idOnDemand offers a universal credential for secure access
to all healthcare provider resources, network and building
access points, without having to replace current systems.

In contrast to point solutions, idOnDemand works with

a broad range of existing systems to consolidate access

for care providers, improving user experience. Based on
recognized standards, idOnDemand serves as a platform
that is compatible with future initiatives while not having
to reinvest in new solutions. It is easy to implement and
customers only pay for what is being used, without up-front
costs - typically for the same cost as current programs.

Healthcare organizations are under unprecedented
scrutiny to protect patient records, regardless of
whether they are electronic or paper. Most healthcare
organizations employ separate technologies to
address this issue, yet still have large vulnerabilities
that are easily exploited or undermine compliance.

idOnDemand uses government-grade security that
exceeds current compliance mandates, in turn
influencing future regulation specifications to utilize
this framework.
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idOnDemand is delivered securely as a managed service with
significant savings in capital and ongoing management.

idOnDemand allows your organization to manage the

entire lifecycle of an idOnDemand SmartID from physical
production, programming and delivery to the end-user. Help
desk costs are reduced by eliminating calls to reset forgotten
passwords and lost cards.

End-user satisfaction and security are both dramatically
improved by eliminating the need to carry multiple
tokens, ID cards or remembering multiple passwords.

idOnDemand is U.S. Government PIV compliant,
supporting your organization’s compliance with all
federal mandates such as Health Insurance Portability
and Accountability Act (HIPPA) and Health Information
Technology for Economic and Clinical Health (HITECH).

Electronic health records

Securely access electronic health information about
individual patients.

e-Prescriptions

Doctors can comply with the Drug Enforcement
Administration (DEA) regulations to additionally
prescribe controlled substances.

Kiosk terminals

Clinicians can use the same idOnDemand SmartID they
used to enter the building with a simple touch and secure
login to healthcare applications.

Clinical applications
Securely access all clinical applications.
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Virtual Private Network

Allow remote employees to securely authenticate to your
VPN with their idOnDemand SmartID.

Signed e-mail

idOnDemand SmartID supports digitally signed emails,
ensuring confidentiality and authenticity.

Data encryption
Users can simply encrypt individual files or entire

computers to enforce privacy and comply with mandates.

Building access points

Ninety percent of healthcare building systems are legacy
and vulnerable to simple attacks that enable unauthorized
persons to roam freely to any access point. With an
idOnDemand SmartlID, this can be prevented by making
higher security areas like doctor’s offices, record storage
rooms, server rooms, labs and medication closets only
accessible to those that are authorized. Implementing the
security available on the card can make it nearly impossible
to compromise.

For more information, download this white paper:
Physical Access Security Cards Exposures and Solutions
www.idondemand.com/buildingsecurity

One Universal Card to Securely Access All Systems
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